Global Privacy Notice for Drivers
(Zanzibar)

At Bolt, we are focused on making cities for people. To do this, we offer a number of alternative
transport solutions including ride-hailing, shared cars, e-scooters, e-bikes and food and grocery
delivery. Your safety as a Driver is our priority and this includes the safety of your personal data
that we process when you use the Bolt services on the “Bolt Platform” (being the technology
infrastructure made available by Bolt to facilitate online intermediation of ride-hailing services,
including the Bolt Driver Portal and the Bolt Driver app (“Bolt App”)).

Date when this Privacy Notice was last updated: August 2025
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1. About this Privacy Notice

This Privacy Notice (“Notice”) describes how Bolt Operations OU (“Bolt”, “We” or “Us”), its group
companies and third party partners collect and use the personal data of persons providing
transportation services via the Bolt Platform - known as “Drivers” (including persons who are in
the process of registering or have registered to Bolt as Driver, as well as persons who have
previously owned an account as a Bolt Driver). More information about Bolt and its group



companies, such as the relevant Bolt group company for your market, is set out here.

The term “you” or “your” refers to a Driver. This Notice lets you know how we promise to look
after your personal data and tells you about your privacy rights and the choices and controls
available to you.

This Notice applies to all Drivers globally who access the Bolt Platform to fulfil passenger
transportation services (and other ancillary transportation services such as package delivery
services), whether acting on their own behalf as an independent service provider or acting on
behalf of another service provider (for example, acting on behalf of a fleet or another individual).
This Notice should be read in combination with all terms and conditions, guidelines and policies
that apply to your use of the Bolt services as are made available at https://bolt.eu/legal.

The way we collect, use, and share your personal data may differ depending on the legal
requirements of the country or region where you access or provide services through the Bolt
Platform. Local laws can influence the types of personal data we process, the purposes for
which we process it, the legal basis we rely on and the rights available to you. If you operate or
travel across borders, please be aware that the data practices outlined in this Notice may be
adapted to comply with the applicable laws of each location. In all cases, we apply safeguards
to ensure compliance with relevant legal standards.

2. How can you contact us?

Bolt (or the relevant Bolt group company for your market - as set out here in more detail) is the
data controller of your personal data processed under this Notice. We have appointed a Global
Data Protection Officer and an Office of the Data Protection Officer Team who can be contacted
by emailing our Privacy Mailbox at privacy@bolt.eu. You can also raise data subject rights
requests via our Privacy Web Form available at https://bolt.eu/en/privacy/data-subject/, or raise
any privacy-related requests or questions in the Bolt App when you go to the main menu and
tap ‘Support’. Our Customer Support Team will then forward the issue internally to the Bolt
Privacy Team.

3. What personal data do we process?

We collect and process personal data;
e provided by you to Bolt;
e when you use the Bolt services; and
e from other sources such as Fleet Owners and Fleet Partners, authorised third parties who
administer services on behalf of Bolt and Passengers, and in some countries,
governmental or public databases.
The table below sets out the different categories of personal data we process about you.
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4. What purposes do we use your personal data for
and what is our Legal Basis for Processing?

The table below sets out:
e our purposes for processing your personal data;



our legal grounds (known as a ‘legal basis') under data protection law, for each purpose;
and

the categories of personal data we use for each purpose. Learn more about what
personal data these categories include in Section 3 “Personal Data that we process about
you” above.

Here is a general explanation of each 'legal basis' that Bolt may rely on to process your personal
data to help you understand the table below:

For the provision of the
Bolt services (including
he Bolt Platform)

Performance of a Contract: When it is necessary for Bolt (or a third party) to process
personal data to provide services under our Bolt Platform terms. Where the legal basis for
processing personal data is performance of a contract, and you choose not to provide the
information, you may be unable to benefit from the applicable Bolt's services.

Legitimate Interests: When we process your personal data based on legitimate interest
grounds. This includes our commercial and non-commercial interests in providing an
innovative, personalised and safe service to you, other Drivers, and other third parties
(including Passengers). Where the table below states that we rely on legitimate interests,
we have provided a brief description of the legitimate interest. If you would like more
information about this (including the balancing test), please contact us using the methods
set out in Section 2 “How can you contact us?” above. In countries where legitimate
interest is not an available lawful basis for Bolt's processing activities, we will instead rely
on an alternative valid legal basis.

Consent: When we ask you to actively indicate your agreement to our use of your
personal data for a certain purpose, which you have been informed of. Where we rely on
consent to process your personal data, you can withdraw your consent to such activities
at any time. Withdrawal of the consent does not affect the lawfulness of any processing
that took place prior to you giving your consent to us.

Compliance with Legal Obligations: WWhen we must process your personal data to
comply with laws or regulations in the markets we operate in, such as to comply with our
licensing conditions and obligations under tax and accounting laws. Where the legal basis
for processing your personal data is compliance with legal obligations, and you choose
not to provide the information, you may be unable to use the Bolt services.

Vital Interests: \When we process your personal data where it is necessary to protect
your vital interests or those of others, for example, in the event of an emergency or an
imminent threat to life.
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location in
which you
are using
Bolt's
services.
During
(and for a
defined
period
after) an
active
order, we
also
connect
Drivers
and
Passenger
s through
Bolt's
in-app call
and
messaging
system.

To
process
and verify
Driver
registratio
ns and
complianc
e

document

Perf
orma
nce
ofa
Cont
ract
Legit
imat

Acco
unt
Data
Driv
er
Com
plian
ce
Data




ation
\We

process

certain

data to
facilitate
the
registration
and
complianc

e

verification

process for

Drivers,

Fleet

Owners

and Fleet

Companie

S, and

vehicle

registration

S:

o Whe
na
Driv
er
sub
mits
a
regis
tratio
n
form,
the
provi
ded
Profil
e
Data
and
Ident
ificati
on/

Inter
ests
-1t
isin
our
inter
est,
and
in
the
inter
est
of
our
Driv
ers
and
Fleet
Own
ers,
to
strea
mlin
e the
regis
tratio
n
proc
€ess,
ensu
re
com
plian
ce
with
regul
atory|
requi
reme|
nts,
and
facilit
ate

Profil
e
Data
Ident
ificati
on/
Verifi
catio
n
Data
Back
grou
nd
Che
ck
Data




Verifi
catio

n
Data
(incl
udin
g
uplo
aded
docu
ment
s)
are
auto
mati
cally
proc
esse
d
throu
gh
our
inter
nal
verifi
catio
n
platf
orm.
Doc
ume
nts
unde
rgo
initial
verifi
catio
n
(incl
udin
g by
auto

mate

faste

activ
ation

Com
plian
ce
with
Lega

Obli
gatio
ns




mea
ns).
If al
requi
red
docu
ment

pass
the
chec
ks,
com
plian
ce
rules
are
appli
ed to
ensu
re
regul
atory
and
platf
orm
requi
reme
nts
are
met.
Uplo
aded
docu
ment

may
be

auto
mati
cally
proc




esse
dto
deter
mine
com
plian
ce
with
platf
orm
and
regul
atory
requi
reme
nts.
If a
docu
ment
meet
s the
nece
ssar

criter
ia, it

auto
mati
cally
appr
oved
Cfit
does
not
pass
auto
mate

chec
ks, it

sent




for
man
ual
revie
w,
but
no
docu
ment
s are
auto
mati
cally
decli
ned.
If
certa
in
docu
ment
ation
fails
verifi
catio
n,
acce
ss to
the
Bolt
servi
ces
may
be
susp
ende
d
until
the
verifi
catio
n
proc
ess




is
com
plete
d.
To make Legitflf e Acco
ure your imat unt
ride is the e Data
uickest Inter] e Geol
nd the ests ocati
most -ltis on
onvenien in Data
and our e Orde
mooth inter r
for ests Data
everyone and
\We collect in
Geolocatio the
n Data and inter
data on the ests
routes of
taken our
during the Driv
trip to ers
analyse to
geographic facilif
coverage. ate
This lets the
us improve most
recommen conv
dations to enie
Drivers nt
about the trip.
most
efficient
routes and
facilitate
the trip in
the best
possible
way.
To Perf| e Acco
calculate orma unt
rices and nce Data




hese fees
may be
influenced

Cont
ract
Legit
imat

Inter
ests
-ltis

our
inter
ests
and
in
the
inter
ests
of
our
Driv
ers
to
ensu
re
that
payo
uts
are
proc
esse

effici
ently,
as
well
asto
ensu
re
fair
prici
ng,

opti

Pay
ment
Data
Billin
g
and
Earn
ings
Data
Geol
ocati
on
Data
Orde
r
Data
App
and
Platf
orm
Usa
ge
Data
Profil
e
Data
Driv
er
Rati
ng
Data




based on
various
factors,
including:

o Whe

re
appli
cabl
e,
drive
rs
may
set a
prefe
rred
per-k
ilom
eter
rate
withi
n the
para
mete
rs
set
by
the
Bolt
App.
If an
orde
rs
calc
ulate
d
price
falls
belo
w
the
Driv
er's

set

mize
Driv
er
earni
ngs,
and
mak

ride
matc
hing
more
effici
ent.




rate,
the
trip
will
not
be
offer
ed to
that
Driv
er.
Mini
mum
and
maxi
mum
price
limits
per
kilo
mete
r
appl
y, .
varyi
ng
by
city.

o We
may
appl
y
multi
plier
s to
an
esti
mate
d trip
fee
to
refle
ct




mark
et
cond
ition

and
to
opti
mize
trip
matc
hing.
For
exa
mple

fees
may
incre
ase
wher

Pass
enge

dem
and

signi
fican
tly

high
er

than
avalil
able
Driv
ers,
or to
com
pens
ate

Driv




ers
durin

low-
dem
and

time

(e.g.
fewe

orde
rs
per
hour
).
Alter
nativ
ely,
Bolt'

com
missi
on

may
be

adju
sted
dyna
mica
lly to
incre
ase

the

appe
al of

low-
dem
and
trip
to
Driv




n behalf
f Drivers
nd Profile
Data to




App

Perf
orma
nce
ofa
Cont
ract
Legit
imat
e
Inter
ests
-ltis
in
our
inter
ests
and
in
the
inter
ests
of
our
Driv
ers
to
facilit
ate
parti
cCipat
ion
in
the
Bolt

Rew

Acco
unt
Data
Orde
r
Data
App
and
Platf
orm
Usa
ge
Data

Driv
er
Rati
ng
Data
Pay
ment
Data
Profil
e
Data
Fleet
Driv
er
Data
Vehi
cle
Data




(depending
on the
specific
partner,
the data

can
include
name,
email
address,
referral
code,
phone
number,
information
on the|
Driver’s
tier,
photograp
h and
licence
plate
number)
when they
want to
redeem
specific
benefits.
\We  also
process
certain
data to
determine
your
eligibility
for
discounts
facilitated
by third
arties.

ards
prog
ram
and
recei
ve
bene
fits.

To
connect

Drivers

Legit
imat

Acco
unt
Data




such as

Inter
ests
-1t
isin
our
inter
ests,
and
in
the
inter
ests
of
both
our
Driv
ers
and
Fleet
Part
ners,
to
facilit
ate
conn
ectio
ns
throu
gh
the
Bolt
Vehi
cle
Mark|
etpla
ce
featu
re.

Dem
ogra
phic
Data
Profil
e
Data




age,
gender,
home
address,
experience
in
ride-hailing
' and
expected
working
hours. This
information
helps Fleet
Partners
determine
eligibility
and match
drivers
with
available
vehicles.
Some  of
these
questions
are
optional,
and all
information
collected is
used solely]
for
evaluating
application
s within the
Bolt
Vehicle
Marketplac
e feature.

To ensure
marketpla
ce
efficiency

and

Perf
orma
nce
ofa

Cont

Acco
unt
Data
Profil
e




omplianc
with our|

via
Bolt

on,

hrough

trans
pare
ncy,
oper
ation
al
over
sight
and
com
plian
ce
with
local
regul
atory
and

Driv
er
Data
Vehi
cle
Data
Orde

Data
Driv
er
Rati
ng
Data
War
ning

Susp
ensi
on
Data
Driv
er
Com
plian
ce
Data
Com
muni
catio

Data
Pay
ment
Data
Geol
ocati
on
Data

App
and




orm
requi
reme
nts.

Platf
orm
Usa
ge
Data
Billin
g
and
Earn
ings
Data

o Perf
orma
nce
ofa
Cont
ract

e Legit
imat
e
Inter
ests
-ltis
in
our
inter

est

Acco
unt
Data
Profil
e
Data
Com
muni
catio
n
Data
User
Gen
erate
d
Data




in
the
inter
est
of
our
Driv
ers
to
supp
ort
them
throu
ghou

their
use
of
the
Bolt
Servi
ces
and
conti
nuou
sly
impr
ove
and
deve
lop
the
cust
omer
supp
ort
we
provi
de.
In
addit

ion it

War
ning
and
Susp
ensi
on
Data

Driv
er
Rati
ng
Data

Devi
ce
Data
Ident
ificati
on/
Verifi
catio
n
Data
Geol
ocati
on
Data
App
and
Platf
orm
Usa
ge
Data
Orde
r
Data







Section 9
‘What are

your
rights?”
below.

are
used

acco
rdan
ce
with
the
Bolt
Platf
orm
Term

Com
plian
ce
with
Lega

Obli
gatio
ns -
We
proc
ess
pers
onal
data
to
com
ply
with
our
legal
oblig
ation
to
coop
erate
with
law
enfor
cem




ent
whe
n
there
is a
safet
y
incid
ent.

For Safety and Security

To enable
and
provide

Legit]
imat
e
Inter
ests-
Itis
in
our
inter
est
and
in
the
inter
ests
of
our
Driv
ers
to
enha
nce
safet
Y,
integ
rity
and
secu
rity
by
offeri
ng

Acco
unt
Data
Com
muni
catio
n
Data
User
Gen
erate
d
Data

Profil
e
Data
Devi
ce
Data

Geol
ocati
on
Data
Orde
r
Data
App
and
Platf
orm



https://bolt.eu/en/blog/audio-trip-recording-feature/
https://bolt.eu/en/blog/audio-trip-recording-feature/
https://bolt.eu/en/blog/audio-trip-recording-feature/
https://bolt.eu/en/blog/audio-trip-recording-feature/

ordin
g-
enab
ling
Pass

enge
rs
and
Driv
ers
to
recor

audi
oif
they
feel
unsa
fe
durin
ga
trip
and
sub
mit it
to
Bolt
whe

repo
rting

safet

incid
ent.
Thes

recor|
ding
s are
encr

ypte

your
life,
healt

and
integ
rity.
Itis
also
in
the

inter

Usa

ge
Data

Dem
ogra
phic

Data



https://bolt.eu/en/blog/audio-trip-recording-feature/
https://bolt.eu/en/blog/audio-trip-recording-feature/
https://bolt.eu/en/driver/safety/
https://bolt.eu/en/driver/safety/
https://bolt.eu/en/driver/safety/
https://bolt.eu/en/driver/safety/
https://bolt.eu/en/driver/safety/
https://bolt.eu/en/driver/safety/

d est
and of
can our
only Driv
be ers
liste who
ned initia
to by te
Bolt, the
if Audi
sub o trip
mitte recor
d by ding
a to
Pass ensu
enge re
ror their
Driv own
er; (or

e Driv other
er s)
Eme safet
rgen y
cy and
Assi the
st - poss
enab ibility
ling to
Driv provi
ers de
to evid
call ence
the of
Polic the
e, safet
the y or
local secu
auth rity
oritie incid
sor ent.
the e Vital
emer inter
genc ests




servi
ces
via
our
Driv
er
Eme
rgen
cy
Assi
st
featu
re
and
the
Cust
omer

proc
ess
this
infor
mati
on
wher

your
vital
inter
ests
requi
re
prote
ction

such
asin
the
case
of
emer
genc
ies
and
safet

incid
ents,
whe

usin
safet

featu
res
like
the
Driv
er



https://bolt.eu/en/blog/trip-safety-monitoring/
https://bolt.eu/en/blog/trip-safety-monitoring/
https://bolt.eu/en/blog/trip-safety-monitoring/
https://bolt.eu/en/blog/trip-safety-monitoring/
https://bolt.eu/en/blog/trip-safety-monitoring/
https://bolt.eu/en/blog/trip-safety-monitoring/

to
send
Pass
enge
rs
and
Driv
ers
notifi
catio
ns
and
chec
k if
you
are
okay
or
need
assis|
tanc

from
Bolt
Cust
omer
Sup
port
or
the
Loca

Auth
ority;

Uns
afe
Area
Alert
-a
featu
re

that

Eme

rgen
cy
Assi
stor
the
Trip
Safe

Moni
torin




warn

drive
rs
abou

Uns
afe
Area

while
they
are
provi
ding
trans
porta
tion
servi
ces.
Driv
er

Trip
Shar
ing -
enab
ling
Driv
ers
to
shar
ea
link
with
the
real-t
ime
trip
infor
mati
on
exter
nally



https://bolt.eu/en/blog/trip-sharing-functionality-launched-for-bolt-drivers/
https://bolt.eu/en/blog/trip-sharing-functionality-launched-for-bolt-drivers/
https://bolt.eu/en/blog/trip-sharing-functionality-launched-for-bolt-drivers/
https://bolt.eu/en/blog/trip-sharing-functionality-launched-for-bolt-drivers/
https://bolt.eu/en/blog/trip-sharing-functionality-launched-for-bolt-drivers/

ail,
SMS

Wha
tsAp
p,
Tele
gram
), SO
som
eone
else
can
follo

the
ride
statu
ses
and
locat
ions.
Wo
men
for
Wo
men
Cate

gory

enab
ling
wom
en
Driv
ers
to
sele
cta
prefe
renc
eto



https://bolt.eu/en/blog/women-at-the-wheel/
https://bolt.eu/en/blog/women-at-the-wheel/
https://bolt.eu/en/blog/women-at-the-wheel/
https://bolt.eu/en/blog/women-at-the-wheel/
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https://bolt.eu/en/blog/women-at-the-wheel/

acce
pt
only
wom

en
Pass
enge
rs.

e Trust
ed
Cont
act -
enab
ling
Driv
ers
to
inclu
de
infor
mati
on
on
their
acco
unt
abou
t
frien
ds
and
relati
ves
who
can
be
cont
acte
d by
Bolt
in
the
even




t of

an

emer|

genc

y.
To o Legit Acco
determine imat unt
an e Data
average Inter Profil
Driver ests- e
Rating It is Data
and in Geol
identify our ocati
potential inter on
nhon-comp est Data
liance and Orde
with  our in rOrd
Bolt the er
Platform inter Data
Terms est
To provide of Driv
a safe and our er
accountabl Driv Rati
e ers ng
marketplac and Data
e Pass
environme enge
nt, rs to
Passenger enha
S may rate nce
and quali
provide ty,
feedback safet
on their y
experience and
after each trust
trip. We withi
use this n the
information Bolt
to Platf
calculate orm.
your To
average enco







not

unne
cess
arily

creat

safet

risks
for
the
Pass
enge
rs of
the
Bolt
Platf
orm;
do
not
unne
cess
arily
interf]
ere
with
the
arra
nge
ment
of
servi
ces
via
the
Bolt
Platf
orm;
and/
or
do
not
act

our
inter
est
to
ensu
re
and
to
enfor
ce
our
servi
ces
are
used

acco
rdan
ce
with
the
Bolt
Platf
orm
Term




ina

man

ner

that

is

mate

rially

inco

nsist

ent

with

a

genu

ine

inten

tion

to

provi

de

servi

ces

via

the

Bolt

Platf

orm.
To Legit Acco
prevent, imat unt
detect, e Data
and Inter Devi
address ests ce
harmful -ltis Data
activities in Geol
(including our ocati
fraudulent inter on
activities) est, Data
and as Profil
ensure well e
platform as Data
integrity the Fleet
\We inter Driv
process est er
certain of Data




data to
identify
and
mitigate
harmful
activities,
including
fraudulent
behaviour,
unauthoriz
ed use of
accounts,
and other
actions
that may
compromis
e the
safety and
integrity of
the Bolt
Platform:
e Befo
re
proc
essi
ng
payo
uts,
a
revie
w is
cond
ucte
dto
dete
ct
unus
ual
trans
actio
ns. If
susp
iciou

our
Driv
ers
and
Pass
enge
rs, to
prev
ent
and
addr
ess
fraud
unau
thori
zed
acco
unt
use,
and
other
activi
ties
that
com
prom
ise
safet
y
secu
rity,
and
platf
orm
integ
rity.
Con
sent
Your
opt-i

n will

Pay

ment
Data
Orde

r
Data
App
and
Platf
orm
Usa
ge
Data
Ident
ificati
on/
Verifi
catio
n
Data
Back
grou
nd
Che
ck
Data
Com
muni
catio
n
Data

User
Gen
erate
d
Data
Con
sent
Data




s be
orde requi
rs red
are for
ident us to
ified, proc
payo eed
uts with
may verifi
be catio
temp n
oraril and
y back
held grou
for nd
furth chec
er ks.
man
ual
revie
w.

e Frau
d
prev
entio
n
mea
sure
s are
appli
ed to
prom
otion
al
cam
paig
ns
for
both
Driv
ers
and
Ride




rs.
Thes

chec
ks
revie

cam
paig

eligi
bility
and
dete
ct
abus

such
as
fraud
ulent
enrol
Imen
ts or
impr
oper
use
of
disc
ount
code

We
anal
yze
Orde

Data
to
ident
ify
ano
mali




es
such

as
pick
up
devi
ation
S,
route
devi
ation
S,
unco
mple
ted
trips,
unre
alisti
c trip
durat
ions
/
dista
nces
, or
prici
ng
discr
epan
cies.
If
irreg
ularit
ies
are
dete
cted,
corre
ctive
actio
ns
may
be




take

n,
inclu
ding
price
adju
stme
nts
or
orde
r
canc
ellati
on.
Driv
ers
who
requ
est
early
payo
uts
are
subj
ect
to
verifi
catio
n
base
don
trip
com
pleti
on
histo
ry,
pay
ment
relia
bility,
and
refun




d
patte
rns
to

prev
ent
fraud
ulent
with
draw
als.
Addit
ional
ly,
we
may
revie
w
in-ap
p
com
muni
catio
n
betw
een
Driv
ers
and
Pass
enge
rs to
dete
ct
fraud
ulent
or
illeg
al
activi
ty. If
need
ed,




corre
ctive
mea
sure
s will
be
take
nin
com
plian
ce
with
appli
cabl
e
regul
ation
S.
In addition
to
automated
fraud
detection,
cases
flagged for
suspicious
activity
undergo
manual
review by
our team
to ensure
fair
decision-m
aking. Our
fraud
detection
systems
analyze
patterns in
Order
Data, App
and




Platform
Usage
Data,
Geolocatio
n Data,
and Profile
Data to
identify
potential
fraudulent
behavior.
Automated
checks are
used to
flag
suspicious
activity, but
no final
decisions
—such as
account
suspensio
ns or
termination
s—are
made
without
human
review.

To
unmatch a
Driver and
a
Passenge
r in order
to ensure
a safe
platform
environm
ent for
Drivers
and

Passenge

Legit
imat

Inter
ests
-ltis

our
inter
est
and
in
the
inter

Acco
unt
Data
Driv
er
Rati
ng
Data
User
Gen
erate]
d
Data
Profil




rs est e
If either of Data
you or a our e Orde
Passenger Driv r
gives a ers Data
1-star and

rating after| Pass

@ trip, that enge

person can rs to

choose to provi

block dea

future rides safe,

with the hass

other. Just le-fre|

tap the e

‘Block and

Future plea
Requests’ sant

button. envir

Once onm

selected, ent

you won't and

be expe

matched rienc

with  that e.

Passenger

again,

unless one

of your|

accounts is

deleted.

To Legit| e Acco
temporaril imat unt
y suspend e Data
and/or Inter| e Profil
terminate ests e
Drivers -ltis Data
who do in e Trip
not our Data
comply inter

with  our ests| e Com
Bolt and muni
Platform in catio




Terms

If you
continue to
violate our
Bolt
Platform
[Terms after
we've
warned
you, your
Driver
account
may be
temporarily
suspended
or
permanentl
y
closed.For
information
regarding
how to
object  to
the above
activities,
please seeg
Section 9
‘What are
your
rights?”.

the
inter
ests
of
our
Driv
ers
and
Pass
enge
rs to
provi
de a
quali
ty,
relia
ble
and
enjo
yabl

servi
ceto
ever
yone
and

enco
urag

and
ensu
re a
safe
use
of
the
Bolt
platf
orm
and
com
plian
ce

Data
Driv
er
Rati
ng
Data
War
ning

Susp
ensi
on
Data




Perf
orma
nce
of
Cont
ract
To Legit Acco
implement imat unt
feature e Data
access Inter Profil
restriction ests e
in -ltis Data
ash-heav in Orde
markets| our r
here inter Data
uspiciou ests App
to and
ctivities have Platf
regarding contr| orm
ommissi ol Usa
n over ge
payments the Data
o Bolt are pay
etected ment
nd s
reviewed (the
e.g. com
ash-bloc missi
k limits) on
e amo
implement unts)
ccess that
restrictions are
o certain due
eatures to
based on Bolt







he imat Data
ecurity e

Eo ensure]l o Legitl o All




Bolt

our
inter
the) est
issue, all and
Data may] in
be used for| the
echnical, inter
raud and est
yber of
ecurity our
reasons: Driv
ers
xample and
measures Pass
enge
ombating rs to
piracy and prote
nsuring ct,
he guar
ecurity of d
he and
ervice, main
ebsite, tain
nd Bolt Bolt’
Platform S
s well as secu
or making rity
nd storing syst
back-up ems,
opies and resp
preventing/ ond
repairing to
echnical susp
issues. ecte
dor
actu
al
crimi



acts

and

repai

r any

tech

nical

issu

es.
For marketing and
dvertising
o market e Legit| e Profil
nd imat e
dvertise e Data
Bolt Inter| e App
ervices ests and
and those -ltis Platf
of in orm
partners our Usa
according inter ge
to your] est Data
preferenc and
es and in e Devi
measure the ce
the inter Data
effectiven est e Coo
ess of of kies,
Bolt’s ads our SDK
on third Driv S,
party ers Anal
apps and to ytics,
websites infor and
This m Third
includes them -Part
using your| abou y
personal t our Tech
data to servi nolo
send and ces gies
personalis and Data
e emails, featul e Con
text res sent
messages or Data
(including thos







ce,
to

expa
nd
our
user
base
by
deep
enin
g
relati
onsh
ips
with
existi
ng
Driv
ers
and
deve
lopin
g
new
ones
. You
can
opt
out
of
thes




com
muni
catio
ns at

any
time
by
clicki
ng
the
'uns
ubsc
ribe'
link
at
the
botto
m of
our
emai
Is,

typin

“ST
OoP”
for
mes
sage

and
SMS
, or
upda
ting
your
com
muni
catio

prefe
renc
esin




your
acco
unt
setti

ngs.
Con
sent

Your
opt-i

cons
ent
will
be
requi
red
for
exa
mple

whe
n the
law
requi
res
cons
ent
for
emai

mark
eting
and
for
certa
in
track
ing
tech
nolo
gies.
If so,




you'll
be

prom
pted
to
provi
de
cons
ent
for
spec
ific
purp
oses
and
proc
essi
ng
activi
ties,
with
detai
Is on
how
to
with
draw
cons
ent,
inclu
ding
throu
gh
your
profil
e
setti
ngs.
Perf
orma
nce
of
Cont




ract -
We

may
proc
ess
your
pers
onal
data
to
enab
le
your
parti
cCipat
ion
ina
com
petiti
on,
cam
paig
n, or
even

subj
ect
to
the
spec
ific
term
s of
each
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When we process your personal data for a new purpose different from the purpose your
personal data was originally collected for and we haven't asked for your consent, we take steps
to check that this new purpose is compatible with the initial purpose we collected it for. We will
take into account any link between the two purposes and decide if the personal data can be
used for this new purpose. Otherwise, we will take appropriate steps to ask for your consent or
refrain from processing your personal data.

5. Who do we share your personal data with?

We may share your personal data with the following categories of recipients.

e may
share your|

with
Bolf




S
(including

Bolt local
subsidiarie
s),
Partners
and their
representa
tives who
may
similarly
use your
personal
data in the
manner
described
in this
Notice. If
Bolt Group
Companie
S are
responsibl
e for
processing
your
personal
data, they
may share
your
personal
data with
Bolt
Operations
OU as the
main data
controller
for Bolt.

Our
Passenge
rs

Your name
and photo
is
disclosed
to

Passenger




when
have|




Passenger
s also see

your
personal
data like
your  full
name,
service
license
number (if
applicable)
, the
registration
number of
the
vehicle,
the date,
the time,
the start
and end
locations
and route
map in the
receipt.

Other
Drivers

If you are
referred to
us by an
existing
Driver,
we'll
receive
personal
data
(referral
code)
about you
from other
Drivers
participatin
g in the
Bolt Driven
Referral

Programm




e.

Bolt
Business
Clients
and other
Bolt
account
owners

Some
rides
offer
be
requested
or paid for
by others
than  the
Passenger
s like Bolt
Business
Clients o
other Bolt
account
owners. In
this case
we may
share with
that other
party some
of your]
data like
your name,
your
license
plates and
trips  (pick
up and
drop off
points).
This
information
will be)
disclosed
to our
Business
Clients via
reports
they can
access on
their

you
may

Business




Accounts.

Bolt
Partners

Depending
on your
location,
your
personal
data may|
be
disclosed
to
third-party
vehicle
suppliers
and/or
Fleet
Partners
(including
rental and
proxy
fleets). Via
the Fleet
Owner
Portal,
they  will
have
access to
your order
history and
vehicles,
including
the model,
license
plate of
such
vehicles
and
transport
license
expiration
dates, youn
name,
mobile

phone




number,
email and
they  will
view your
Bolt
Platform
activities,
including
possible
violation of
our Bolf
Platform
[Terms and
finished
order
metrics,
your
earning
reports
and
payouts,
your
receipts
and/or
invoices
issued by
you to the
Passenger
s after the
ride taken
via the Bolt
Platform,
your
receipts
and/or
invoices
issued by
Bolt to you,
and by you
to Bolt,
compensat
ion
invoices




and
[strategic
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our




personal
data with
marketing
platform
providers,
including
social
media
advertising
services,
advertising
networks,
third-party
data
providers,
to reach or
better
understand
our users
and
measure
the
effectivene
ss of our
ads on
other
platforms.

Insurers

\We will
share your
data with
insurers,
Wwhere you,
or a family,
member in
your
absence,
request for
a claim to
be
processed,
to facilitate
the

processing




of
insurance
claims and
for
reporting
purposes
due to
contractual
requireme
nts  from
the
insurers.
\We will
also share
data with
insurers, to
manage
and settle
claims to
avert
further
damage to
us.

Third
Party
Service
Providers

Our
party
vendors
and other
service
providers
and
contractors
have
access
your
personal
data to
help carry]
out the)
services
they are
performing
for us of

third

to

on behalf
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artificial
intelligence
. maching
learning
and
statistical
services.
In addition,
we will
share data
like  youn
geolocatio
n and your
driving
routes with
Google in
connection
with the
use of
Google
maps  in
our apps
and data
like  your
license
plates orn
other data
with
airports in
case it is
required by
the airport
as a
condition
for
operating
at the
airport.

Other
Third
Parties
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event of a
likely

change of

control of







your
personal
data to that
third party|
or
re-organis

ed entity
after  the
sale of
reorganisat
ion fon
them to
use for the
same
purposes
as set out
in this
policy.
We  may
also need
to check
your
information
against
public
and/or
governmen
t
databases
to confirm
the validity
of certain
complianc
e
documents
that you
have
provided.

Law
Enforcem
ent, Data
Protection
, Tax,

We  may
disclose

information
under a

court order




relevant
Third
Parties

or where
we
cooperate
with a data
protection
supervisor
y authority
or a
licensing
authority in
handling
complaints
or
investigatio
ns. For
example
certain
information
must be
recorded
and shared
with the
relevant
licensing
authority
when
investigatin
g
complaints
, including
the
complaina
nt's details,
complaint
details,
driver
involved,
the date of
the alleged
incident,
and
details

the
of

the







Please note, that our websites and apps may contain links to other third-party websites. If you
follow a link to any of those third-party websites, please be aware that those websites may have
their own privacy notices and that we do not accept any responsibility or liability for their notices



or their processing of your personal data. Please check these notices before you submit any
personal data to such third-party websites.

6. Does Bolt transfer your personal data to other
countries?

We operate internationally and as a result, your personal data may be transferred to, stored

and/or processed by Bolt Group Companies, subcontractors and partners when undertaking the

activities described in this Notice outside the country where you are located. Please see our Bolt

Group Companies table for details of the countries where your personal data may be transferred

to within the Bolt Group.

When we ftransfer your personal data outside of a country or region, such as the European

Economic Area (‘EEA”), we will make sure that we take steps necessary to comply with

applicable legal requirements and rely on the following transfer mechanisms:

e Adequacy Decisions: We will rely on decisions from the European Commission where

they recognise that certain countries and territories outside of the European Economic
Area ensure an adequate level of protection for personal information. Please click here to
see the list of countries deemed ‘adequate’ by the European Commission and click here
to see the list of countries deemed ‘adequate’ by the UK Government. We rely on these
adequacy decisions when we transfer personal data we collect from the EEA and the
United Kingdom to the United States (where some of our third party service providers are
based).

e Standard Contractual Clauses (SCCs): We will utilise standard contractual clauses
approved by the European Commission for transfers outside the EEA and by the UK
Government for transfers outside of the United Kingdom. Please click here to see the
EEA SCCs and click here to see the UK SCCs. We will rely on SCCs when we transfer
personal data we collect from the EEA and the United Kingdom to the United States,
Singapore and Nigeria where some of our third party service providers are based.

There may be certain situations (such as responding to law enforcement requests - see Section
4 “What purposes do we use your personal data for and what is our legal basis for processing?”
above) where a transfer of personal data will take place on the basis of exemptions provided for
under applicable data protection legislation. In these circumstances, we will take steps to
minimise and protect the personal data transferred.

7. How do we keep your personal data safe?

The security of your personal data is very important to us, and we have implemented
appropriate technical and organisational controls to protect your personal data against
unauthorised processing and against accidental loss, damage or destruction. We have
implemented data encryption in transit and at rest, data privacy and security training,
information security policies and controls around the confidentiality, integrity and availability of
our data/systems.

Any personal data collected in the course of providing Bolt Services is transferred to and stored
in our data centres which are located within the EEA. Only authorised employees of Bolt group


https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://www.gov.uk/government/publications/uk-approach-to-international-data-transfers/international-data-transfers-building-trust-delivering-growth-and-firing-up-innovation
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/international-transfers/international-data-transfer-agreement-and-guidance/

companies and partners have access to the personal data and they may access the data only
for the purpose of resolving issues associated with the use of the services (including disputes
regarding transportation services and customer support services in the respective countries
https://bolt.eu/cities/).

For our research and scientific purposes, all data, like bulk Geolocation Data, is anonymised so
you can never be identified from it. Regarding anonymised data, we will not attempt to
re-identify your personal data that has been deidentified, in the course of sharing your data with
other organisations.

You are responsible though for choosing a secure password when we ask you to set up a
password to access parts of our sites or apps. You should keep this password confidential and
you should choose a password that you do not use on any other site.

8. How long do we retain your personal data for?

We keep your personal data only as long as necessary
to provide you with the Bolt Services and for the
purposes described above.

This means that the retention periods will vary according to the type, the amount and sensitivity
of your personal data, the potential risk of harm from unauthorised use or disclosure of your
personal data and the reason that we have collected the personal data in the first place.

Here are some of the categories of our retention periods:

Personal |lt's your
data right to
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Personal |We have
data that [set certain
expires [retention

after a periods so
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https://bolt.eu/cities/

period of
time

data is not
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after
specific
period
time.
table
below
further
details.
After
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data
securely
deleted,
unless it is
necessary
for the|
establishm
ent,
exercise of
defence of
legal
claims.
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See
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Personal
data
retained
until your
Bolt
account is
deleted

We  keep
your data,
including
your selfie
and
identificatio
n
documents
, until your
Bolt
account
deleted
unless
further
retention off
certain

is

personal




We have listed below the specific retention periods that apply to the personal data we process

about you:

Accountin
g and
financial

reporting
purposes

We retain
data for 10
years after
the last trip
if your
personal
data is
necessary
for
accounting
purposes
and for 3
years after
the last trip
regarding
financial
data in
relation to
transportati
on
services
provided to
Passenger
S

Provision
of

ervices
purposes

We retain
your data
for the life
of Drivers

accounts if







Formal
investigati
ons of a
criminal
offence,
fraud or
false
informatio
n

We retain
data for as|
long as
necessary
according
to the)
internal,
legal, and
regulatory
requireme
nts, if there
are forma
investigatio
ns of a
criminal
offence,
fraud
false
information
having
been
provided.

oI

Disputes

We retain
data in the
event  of
disputes,
until the|
claim is
satisfied or
the expiry|
date of
such
claims.

Complaint
s

We retain
a record of]
all
complaints
which we
make
available
to an

authorised




of

officer
the
licensing
authority
on request
in the case

of an
investigatio
n for 12
months.

Instant
Messages

We retain
data about
instant
messages
between
you and
the
Customer
Support
[Team
directly in
the Bolt
App for 60
days from
the last
communic
ation and
in Bolt’s
databases
for 3 years
from the
last
communic
ation.
Instant
messages
between
Drivers
and
Passenger
s are kept
in the Bolt

App only




the
i

until
order
completed
and for 30
days aftern

in our
systems.

Audio Trip
Recording

We retain
Audio
Recording
Data
through
our Audiog
Trip
Recording
Feature:
24 hours,
while
stored
locally on
the device
of the
person
who
generates
the
recording.
The
recordings
are
automatica
lly deleted
after 24
hours if a
report to
Bolt’s
Customer
Support
team is not
created
and the
recording

is not




explicitly
shared
with Bolt’s
Customer
Support
team as
part of the
report.
Recording
s shared
and
investigate
d by Bolt
will be)
automatica
lly deleted
after 7
days
unless the
retention
period
manually
extended
for
investigatio
n/legal
reasons.

is|

Customer
Support

We retain
data in
relation to
support
tickets,
phone
calls and
chats for 3
years.

Geolocati
on Data

We retain
your

Geolocatio
n Data for
2 years
from the

time it is




collected.

9. What are your rights?

Where applicable, you have following data subject rights:

Access your personal data (known as “Right of Access”): You have the right to
access and to request copies of your personal data by contacting our Customer Support
Team. Depending on where you are, you can access a copy of your personal data via our
data export tool by navigating to the ‘Privacy’ section of the Bolt App.

Update/correct your personal data (known as “Right of Rectification): You have the
right to request us to correct personal data that is inaccurate or incomplete. You can
change and correct certain personal data yourself within the Bolt App or by contacting our
Customer Support Team.

Delete your personal data (known as “Right of Erasure”): You have the right to
request that we erase your personal data, under certain conditions (e.g., we are
processing your personal data under your consent). Personal data that is processed
pursuant to a legal obligation or where we have an overriding legitimate interest may not
be deleted upon request. You can request erasure of your personal data by contacting our
Customer Support Team.

Restrict use of your personal data (known as “Right to Restrict Processing”): You
have the right to request that we restrict the processing of your personal data, under
certain conditions (e.g., we are processing your personal data under consent). You can
request restriction of the use of your personal data by contacting our Customer Support
Team.
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“Rig
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ng of
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direc
t
mark
eting
purp
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may
sub
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an
obje
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to
the
use
of
your
pers
onal
data
by
cont
actin
g our
Cust
omer
Sup
port
Tea
m

Object to solely automated decisions being made about you which has legal or
similarly significant effect on you (known as “Right to object to automated decision
making”) - You have the right, under certain circumstances, to object to any solely
automated decisions we have made which have a legal effect or similarly significant effect
which does not involve human review. You can ask that a person review the decision,
obtain an explanation of the decision reached after such assessment and challenge the
decision by contacting our Customer Support Team. Please note that certain exceptions
and limitations may apply to your right to object to automated decision-making, as
permitted by applicable laws and regulations. We will provide you with clear information



regarding the implications of exercising your rights and the processes involved in
objecting to solely automated decision-making.

e Port your personal data (known as “Right to Data Portability”): You have the right to
request that we transfer the personal data that you have given us to another organisation,
or directly to you, under certain conditions. This only applies to information you have
given us. You can request for your personal data to be ported by contacting our Customer
Support Team.

e Withdraw your consent: If we process your personal data using consent as legal basis,
then you have the right to withdraw your consent at any time (e.g., by unsubscribing from
marketing communications or by updating your communication preferences in the Bolt
App). Where we rely on consent as the primary legal basis to process your personal data,
your withdrawal of your consent may affect your ability to use the Bolt Platform.
Withdrawing your consent won’t change the legality of processing undertaken by Bolt
before you withdraw your consent.

e File a complaint: If you have any concerns regarding the processing of your personal
data, you have the right to lodge a complaint with the Estonian Data Protection
Inspectorate (“AKI”) who is our lead supervisory authority or your local data protection
authority. You can find their contact details on their websites. You may also have a right to
seek a judicial remedy.

To exercise any of the above rights, you can contact our Customer Support Team via the Bolt
App or via our website. You can also contact the Office of the Data Protection Officer Team by
emailing our Privacy Mailbox at privacy@bolt.eu - please mark the subject line of the email “For
the attention of Bolt’'s Data Protection Officer”. You can also contact our Customer Support
Team via the Privacy Web Form available at https://bolt.eu/en/privacy/data-subject/ or in the Bolt
App when you go to the main menu and tap ‘Support’. Our Customer Support Team will then
escalate the issue internally to the Bolt Privacy Legal Team.

10. How do we use your personal data for direct
marketing?

Please be aware that you may from time to time receive updates about special offers and
promotions related to our services. We send these communications based on our legitimate
interests (soft opt-in) in providing you with information about opportunities that could be
beneficial to you. In countries where soft opt-in is not an available lawful basis for Bolt's
processing activities, we will instead rely on an alternative valid legal basis. You have complete
control over these communications, and if you decide at any time that you do not wish to receive
them, you can stop them by clicking the “unsubscribe” link at the bottom of our emails, typing
“STOP” for messages and SMS, or updating your communication preferences in your account
settings.

Additionally, we may seek your opt-in consent for specific direct marketing activities where this
is required by law. For example, we might request your consent to send you information
regarding third-party promotions and offers that we think might be of interest to you. You always
have the ability to opt out by changing your communication preferences in your account


https://www.aki.ee/en
https://www.aki.ee/en
mailto:privacy@bolt.eu
mailto:privacy@bolt.eu
mailto:privacy@bolt.eu
https://bolt.eu/en/privacy/data-subject/

settings. We also personalise direct marketing messages using information about how you use
the Bolt services (for example, how often you use the Bolt App).

11. How do we notify you of changes to this Notice?

We may make changes to this Notice from time to time. If we make significant changes, we will
notify you (as required) via the Bolt App, website or via another method such as email.
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